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ABSTRACT- Despite increasing usage of cloud computing. It is a modern era technique used almost all over the world.

Cloud Computing has emerged as a popular computing model to support processing large volumetric data using clusters
of commodity computers. It is a technology used in medical, enterprises, entertainment and gaming. This paper contains
the details of cloud computing along with its challenges, advantages and security threats. The evolution of cloud
computing can handle such massive data as per on demand service. This paper will help the researchers to get familiar
with Cloud Computing. This paper includes different sections which are as follows- Section I presents the Introduction to
the paper, Section II provides the brief description of Literature review and Section III concludes the paper in Conclusion
section.
Keywords- Cloud Computing, virtual machine, models, security challenges.

I. INTRODUCTION
Cloud computing is a model for enabling omnipresent,
convenient and on- demand network access to a shared
pool of resources [1]. Resources in cloud computing are
network, server, service, space and storage. Cloud is
commonly used in science to describe a large
agglomeration of objects that visually appear from a
distance as a cloud and describes any set of things.
Cloud computing is a pool of virtualized computing
resources that allows users to gain access to
applications and data in a web-based environment on
demand.
Cloud computing is the collection of computing as a
utility and software as a service where the applications
are delivered as services over the Internet and the
resources in data centers provide those services [1].
Various computing services can be accessed from any
computer in any part of the world through Internet. All
together it give the features that support high scalability
and multi-tenancy, offer enhanced flexibility in
comparison to the earlier existing computing
methodologies. It can deploy, allocate or reallocate
resources vigorously with an ability to always monitor
their performance.
Security, resources availability and resources allocation
are the main challenges of Cloud Computing. In this
paper Section II describes the detailed survey on cloud
computing.

II. LITERATURE REVIEW
Cloud Computing can be compared with a banking
system, where bank is similar to the environment
provided to the users and bank locker can be compared

as the space provided to the user to keep their separate
and individual documents/ data. For security issues the
user had a password and their credentials to secure
their data similarly as we have keys to the locker. The
resources used in cloud computing include server,
storage, network, application, service and so on [2]. The
management of resources with reliability and frequent
availability is a problem which is meant to be dealt with.
Frequent availability is required when a user is moving
from one place to another [3]. The issues of cloud
computing are restricted bandwidth, network access
management, quality of services, security and service
convergence.
Lot of work has been done on these basics security
issues which are discussed in [2]. But still many other
security challenges and threats are there that needs to
be resolved. They are data loss/ leakage, SQL injection
attack, browser security, sniffer attack.

CHARACTERISTICS OF CLOUD COMPUTING

Characteristics of cloud computing is represented in
figure1. Following are the characteristics of cloud
computing:
i. Multi- tenancy
Cloud provides services to different employees of the
same enterprise, such as the business units of different
departments of the enterprise [1].
ii. On-demand self service
Cloud service provider provides on demand self service
to the users without having human interaction. Services
are email, applications, network etc.
iii. Broad network access
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Cloud services are available over the network and can
be accessed by heterogeneous platforms used by the
clients, such as mobile phones, laptops etc.
iv. Resource pooling
The resources of cloud are storage, processing, memory,
network bandwidth, virtual machines, email services
etc. the service provider is responsible for the
dynamically assigning and reassigning the resources
according to the client.
v. Rapid elasticity
Cloud services can be rapidly provisioned to scale out
and released to scale in quickly [6].
vi. Measured service
Cloud computing resources usage can be measured,
controlled, reported and estimated providing
transparency for provider and consumer both. The
measure services are pay per use means the more you
utilize the higher the bill [7].
vii. External data storage
All the data and documents of customers are stored
externally at the location of the cloud computing
vendor.
viii. Rented service delivery model
Cloud Computing is a Pay per use service. Customers
pay for the service for using the applications and
software instead of buying the license [1].
Cloud computing also shares characteristics with:
 Client server model
 Grid computing
 Mainframe computer
 Utility computing
 Peer-to-peer

i. Infrastructure as a Service (IaaS)
IaaS provides an on-demand infrastructure in the form
of virtual hardware, storage and networking collectively
called virtual machines. Virtual hardware provides on
demand computation, virtual storage provides raw disk
space and virtual networking has the collection of
services which helps in managing the network and its
connectivity among the virtual instances over the
Internet. Some examples of IaaS are Amazon EC2 [8], S3
[9], vCloud etc [10].
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PaaS provides a platform for the IT resources to be
used by the users. PaaS works similarly as an Operating
System. OS work as an intermediate level between
system hardware and software, likewise PaaS provides
platform for the IT resources. Windows Azure, Hadoop,
Google AppEngine are the examples of PaaS [11].
iii. Software as a Service (SaaS)
SaaS provides on demand services and applications to
the users. Every application is share among all the users
over the Internet, whose interaction is isolated from
each other. Flicker, Google document are the examples
of SaaS [12].
All the different layers are shown in figure 2.

BENEFITS OF CLOUD COMPUTING
Several benefits are there of cloud computing. Some of
them are as follows:
i. Reduction of expenses on technology
infrastructure
Maintain easy access to your information with minimal
spending [1].
ii. Globalization of workforce on cheap
People can use cloud anywhere in the world over the
Internet.
iii. Improvement in accessibility
User can have anytime, anywhere accessibility.
iv. Improvement in flexibility
Users and resources can be scaled in and scaled out as
per need.
v. Minimization in licensing new software
Without buying expensive software licenses or program
user can access them [2].
vi. Less personnel training is needed
It is easy to work on cloud, with less training. Fewer
people can do more work on cloud.
vii. Reduction in capital costs
There is no need to spend more money on hardware,
software and licensing fees.
APPROACHES TO CLOUD COMPUTING
There are different approaches for the cloud computing.
Few of them are:
i. Virtualization
One of the most important approach of the cloud
computing. Without virtual machines, cloud services are
nowhere [13]. The evolution of cloud computing

ii. Platform as a Service (PaaS)
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depends on three virtual forms, which are Virtual
storage, Virtual server and Virtual network [14].
ii. Web services
Service provider use technologies over the Internet. The
technologies are XML, SOAP etc. Service Oriented
Architecture manages the cloud inside an organization.
SOA makes use of multiple services to complete a
specific task [15].
iii. Application Programming Interface (API)
All cloud services are depended on APIs. It allows
deploying and configuring the cloud services. A cloud
service has no existence without APIs.
These are the basic approaches for the cloud computing.
The detail discussion is mentioned in [1][13]. Further
we are discussing about advantages and challenges of
cloud computing.

ADVANTAGES OF CLOUD COMPUTING

The main features of cloud computing are discussed in
the above topics [1]. The advantages of using cloud
computing services are as follows:
i. Cost savings
The most significant advantages of cloud computing is
Cost saving. Without big spend a customer can use the
hardware, software, storage and network [16]. There is
no spending on infrastructure of the cloud.
ii. Reliability
Service providers assure 24x7x365 availability. Hence if
the services are available every time, it increases the
reliability of customer to use the cloud service [17].
iii. Manageability
IT infrastructure updates and maintenance are
eliminated, as all the resources are maintained and
managed by the service provider [18]. So customer can
access simple web based user interface for accessing
software, applications and services- without installing
them. [19].

DISADVANATGES OF CLOUD COMPUTING

Every advantage has its own disadvantages. Similarly in
case of cloud computing which are as follows:
i. Security
The major drawback of cloud computing is Security. In a
multi- tenant cloud architecture where multiple users
are hosted on the same server, a hacker may try to
crack into the data of other users hosted and stored on
the server.
ii. Vendor lock-in
Although a customer is free to switch cloud services
from one vendor to another, yet organizations find it
difficult to migrate from their services.
iii. Limited control
The cloud services, infrastructure and resources are
controlled, owned, managed and monitored by the
service provider. The customer can only use and control
the applications and data operated as a front end, but
cannot control the backend infrastructure for itself.
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1. Security
The fundamental challenge of any traditional or modern
technology is its Security and Privacy [2]. The cloud
service providers insist that their servers and the data
stored in them is sufficiently protected from any sort of
invasion and theft. With respect to cloud computing
environment, privacy is defined as “the ability of an
entity to control what information it reveals about itself
to the cloud/cloud Service Provider, and the ability to
control who can access that information”.
The other major parts of security are as follows:
i. Confidentiality
It is the process of making sure that the data remains
private, confidential and restricted from unauthorized
users [21]. Confidentiality means keeping users’ data
secret in the Cloud systems. Confidentiality has two
approaches- physical isolation and encryption.
Encrypting a data and putting it on cloud is more
confidential than unencrypted data on local data
centers. Confidential approach of encrypted data is
successfully used by TC3 [22].
ii. Authentication
It is a mechanism where the origin of electronic
message of document is correctly identified. It can
clearly explain by an example where User1 sends and
electronic message to User2. The difficulty is that User1
has posed as User3. Authentication mechanism helps
User2 to know that the message was sent by User1 and
is posing as User3.
iii. Authorization
It determines the level of access to a particular
authenticated user to system resources. The access
control determines who should get the access of what
[23].
iv. Availability
Availability ensures that the user can use applications
and infrastructure anywhere and anytime. A cloud user
expect all time service availability with no or minimal
downtime. Many Cloud Computing system vendors
provide Cloud infrastructures and platforms based on
virtual machines. Amazon Web Services provide S3, EC2
entirely depend on the virtual machines called Xen [24],
and Skytap [25] offers virtual lab management
application relaying on hypervisors, including VMware
[26], Xen and Microsoft Hyper- V [27], and so on.
Virtual machines have the capability for providing on
demand services in terms of users’ individual resource
requirement for a large amount of users.
v. Integrity
Integrity protects the data from malicious modification.
If the sender modifies the data after sending, then the
receiver on the other side receives an unmodified data
i.e. the integrity of message will be lost. Cloud
Computing services maintain the integrity as the basic
task. Digital signature is generally used for testing
integrity in Cloud services. Hashing techniques and
message authentication codes are the other way for
testing integrity.

CHALLENGES OF CLOUD COMPUTING
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Figure4. Diagram for Virtual Machine
Figure 4 illustrates the functionality of Virtual
Machines.
vi. Non Repudiation
Repudiation in networking means the denial of message
or data to be participated in all or part of the
communication. Non Repudiation is the guarantee that
someone cannot deny something. Every message sent to
the receiver generates a non repudiation receipt as non
repudiation evidence.
vii. Control
Cloud users contribute their individual data to the cloud
over the internet and making use of it. Users have no
control on the threats that can affect their individual
data. For effective control over data access service
provider must enhance the safety of the users’ data.
Privacy
Privacy along with security is the main challenge of the
cloud computing service. User’s reliability and legal
compliance is the major necessity that has to be
counter-checked at every design steps. Cloud services
are designed in such a way that the privacy risk
decreases and also ensures the legal compliance.
The other major parts of privacy are as follows [28]:
i. Loss of Governance
The cloud users are using the services from different
countries and the service provider is located in one
country. The user data which is stored by the user
belongs to the country and the service provider who is
from the different country has the control over the user
data and services. In case of misuse, privacy, security
and reliability get affected.
ii. Regulatory compliance
Cloud computing makes it harder for enterprises to be
sure they are complying with industry and government
regulations. The regulated data is on cloud, but
regulatory compliance ends with the organization that
owns the data.
iii. Lack of transparency
Cloud service providers never reveal that how they are
controlling or monitoring their services. The agreement
with third party, location of data stored, working of
services, information of user data, security measures
are not disclosed to users.
Security itself is a major challenge to deal with. Some
other security threats are: data loss/ leakage, SQL
injection attacks, data combination and commingling,
sniffer attack, CAPTCHA breakings etc. which are
describe as follows:
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 Data loss/ leakage
Data loss/ leakage are the most challenging threats,
which may cause due to how the data is structured. The
data of an organization are saved on the server of other
places. The duration of data retained by cloud
providers, may continue to be stored on the provider’s
server even if it has been deleted by user [29]. Improper
deletion of data records, alteration of data without
proper backup may result to data loss.
 SQL injection attacks
A malicious code is inserted in the standard SQL code
after which the attacker gets the unauthorized access to
the database and the data [30]. The information entered
by the hacker is misunderstand by the website as that of
the user’s data and this will then allow the hacker to
access the SQL server leading the invader to get access
and change the working of a website.
 Data combination and commingling
Cloud computing services are available for all the
business user or private client to store their data
separately. But when the data is needed to be combined
or commingled it is much dangerous. If a client is a
victim of an attack, the integrity and availability is
affected by the attack to the other user in the same
location.
 Sniffer attack
Sniffer attack captures the packet flowing in the
network. If the data is unencrypted it can be read. NIC
certified sniffer program ensures recording the data of
the system on the network.
2. Performance unpredictability, latency and
stanchness
The I/O performance can be improved by the
architecture and operating systems to virtualized
interrupts and channels. Flash memory is also the
alternative way to improve performance. Flash memory
saves the data even after power is off. It consumes less
energy and gets faster access. Latency [29] is refers as
any of several kinds of delays incurred in processing of
network data. Low latency network connection is one
with small delays. High latency refers to long delay in a
connection. Packet loss, congestion and windowing are
the other factors of latency. Reliability is the basic
necessity of the network. Secure network is more
reliable as the data is encrypted and moved around the
network to reach the destination.
3. Network accessibility
Frequent availability of network is one of the major
challenges in cloud computing. Anywhere and anytime
network accessibility are required for users reliability.
Network availability is required when a user is moving
from one location to another and internet plays an
important role in frequent network availability and
accessibility.
4. Minimized data latency
Latency is defined in earlier topics. Data latency in cloud
computing is not consistent which is responsible for
longer latency for data transfer in times. The longer
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time intervals observed in case of data transfer and
other network related activities because of an
increment in number of intermediate components of
network.
5. Network monitoring and Scalability
Applications running on mobiles in a cloud computing
platform should be intelligent enough to get used to the
unreliable network capacities and also these should be
accessible through different platforms without suffering
any data loss. With applications lying in a cloud, it is
possible for the hackers to corrupt an application and
gain access to a private data on mobile device while
accessing that application. In order to avoid these,
strongly recommended regular virus-scanning and
original malware protection software need to be
installed to avoid any type of virus/malware check into
the mobile system [1].
These are the major challenges in cloud computing.
Some other challenges are portability and
interoperability, data storage over IP networks etc.

III. CONCLUSION
Cloud Computing is the most trending service over the
internet. It provides many services that are best to the
users and without much training a new user can also
take the benefits of these services. In our paper, we
describes each and every pros and cons of cloud
computing. There are still many other threats that are
used to be resolved and make the best out of it to
provide better services to the users. This paper will help
the researchers to know more about cloud computing,
about its challenges and also help for some innovative
ideas for the future work.
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